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Purpose

The MID Foundation (MIDF) respects the privacy of all individuals interacting with us — clients,
families, donors, volunteers, contractors, and research participants. This policy explains how we:

Collect, store, use, and disclose personal information;
Protect personal information;

Provide individuals with access and correction rights;
Handle privacy complaints;

Meet our confidentiality obligations, especially in relation to health, support, and research
contexts.

This policy aligns with the Privacy Act 1988 (Cth) and the Australian Privacy Principles
(APPs).

Scope

This policy applies to all personal information collected, used, stored, or disclosed by MIDF, including:

Client / participant data (health, support, genetic, research)
Donor / supporter information

Employee, volunteer, contractor information

Website users and third parties who interact with MIDF

It covers data in all forms: electronic, paper, audio, video, photos, and research materials.

What Personal Information We Collect

a) Clients
We may collect:

Identity and contact details (name, address, email, phone, date of birth)
Health and medical information (diagnoses, clinical notes, genetic data)
Disability support information, assessments, NDIS data

Images or recordings (with consent)

Research-specific data when relevant (with separate research consent)

b) Donors

We may collect:

Identity and contact details
Financial details for donations (e.g., bank or card information)
Donation history

c) Employees, Volunteers, Contractors
We may collect:

Identity, contact, employment / engagement details

Work history, qualifications, references

Sensitive information (e.g., health) when required for recruitment or role
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Why We Collect and How We Use Personal Information

We collect personal information when it is necessary for our functions and activities, such as to:
e Provide services, support, advice, and care to clients
e Communicate with clients, families, donors, and stakeholders
e Support and manage our programs, including genetic services and research
e Process donations and fundraising activities
e Comply with legal, funding, or reporting obligations
e Improve and develop our programs and services
e Ensure effective organisational administration and governance

We handle research data separately — when collecting data for research, we will ask for explicit,
project-specific consent.

Disclosure of Personal Information

We may disclose personal information to:
e Service providers, contractors, and other third parties who help us deliver our services
e Government agencies (e.g., NDIA) where required or authorised
e Clinical or genetic services, with client consent, for health or research purposes
e Our professional advisors (e.g., auditors, lawyers)
e Statistical or de-identified form to research partners, where consented

We will only disclose in ways consistent with your consent or where required by law. We do not sell
or rent your personal information to other organisations.

Storage, Security and Confidentiality

The MJD Foundation stores personal information securely and in accordance with our Data
Retention and Disposal Policy. We only keep personal information for as long as it is needed to
deliver services, meet legal or contractual requirements, or support ongoing program or research
activities. Once information is no longer required, we dispose of it securely.

We maintain the following security measures:

e Personal information is stored in secure electronic systems or locked physical storage,
accessible only to authorised staff.

e Electronic data is protected through access controls, authentication, and system safeguards.

e Sensitive information — including health, disability, genetic, and research data — is handled
with heightened confidentiality and restricted access.

e Third-party systems used to store personal information must meet MJDF security
requirements, including storage within Australia where possible.

e Information is destroyed or de-identified at the end of its retention period, in line with our
Data Retention and Disposal Policy.

¢ Staff and contractors must follow MIDF policies and procedures when collecting, storing,
using, or disclosing personal information.

These practices ensure the confidentiality, integrity, and security of all personal information entrusted
to us.
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Access and Correction

e You have the right to request access to your personal information, or ask for it to be
corrected, subject to our obligations under the Privacy Act.

e  We will verify your identity before giving access to your information.
¢ We aim to respond to requests within 30 days.
o If we refuse a request, we will provide reasons, and the relevant APP exceptions applied.

Research and Genetic Data

Given MJDF's role in research and genetic services:
o  We will collect research data only with specific, informed consent.
e Participants will be informed about how their data may be used, stored, shared, and for how

long.

e We may share de-identified data with external researchers, under strict data-sharing
agreements.

¢ We maintain a Research Data Register to track data custody, consent status, retention,
and access.

e When consent or retention period ends, data will be securely destroyed or anonymised,
consistent with ethical and policy obligations.

Cookies and Online Privacy

e Our website uses cookies to improve user experience and understand site usage.
e You can manage or disable cookies in your browser, but some site functions may be affected.
e We are not responsible for the privacy practices of external sites linked from our website.

Privacy Complaints

e If you believe your privacy rights have been breached, contact our Privacy Officer:
o Email: jacquie.hatt@mjd.org.au
o Phone: 1300-584-122

e Complaints will be handled seriously, confidentially, and in a timely manner.

o If you're not satisfied with the outcome, you may escalate to the Office of the Australian
Information Commissioner (OAIC).

Updates to This Policy

e We review this policy periodically. When updated, we will publish the new version on our
website and indicate the change.

e Continued use of our services following changes constitutes acceptance of the revised policy.
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Cultural and Community Considerations

e We recognise that many of the people we support are Aboriginal and Torres Strait Islander,
and may have different cultural norms about privacy, data sharing, and family.

e To respect cultural safety, we may engage community-trusted persons in support planning
and ensure that consent processes for data and genetic information are culturally
appropriate, transparent, and involve family or community as required.

Related Policies and Procedures

This policy should be read in conjunction with:
e Data Retention & Disposal Policy
¢ Document Management Procedure
e ICT & Cyber Security Policy
e Complaints Policy
e Code of Conduct
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